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EverShield CMMC Controls Descriptions

Family V.x Ve.0 ML 1 Control Name Control Description Mapping Product Description of how Everfox meets the Control
Number Number [Control

Access Control  AC.1.001 AC.L2-

(AC) 311 Control

Access Control  AC.1.002 AC.L2- AC.L1- Transaction &
(AC) 3.1.2 b. i Function Control
Access Control AC.2.016 AC.L2- Control CUI Flow
(AC) 3.1.3

Access Control AC.3.017 AC.L2- Separation of
(AC) 3.1.4 Duties

AC.L1-b.i Authorized Access Limit information system FAR Clause 52.204-21

access to authorized b.1.i; NIST SP 800-171 Rev
users, processes acting 2311

on behalf of authorized

users, or devices

(including other

information systems).

Limit information system FAR Clause 52.204-21
access to the types of  b.Lii; NIST SP 800-171 Rev
transactions and 2312

functions that

authorized users are

permitted to execute.

Control the flow of CUl in NIST SP 800-171 Rev 2
accordance with 3.1.3
approved authorizations.

Separate the duties of NIST SP 800-171 Rev 2
individuals toreduce the 3.1.4

risk of malevolent

activity without

collusion.

EverShield
UAM /
Behavioral
Analytics

EverShield
UAM /
Behavioral
Analytics

EverShield
UAM /
Behavioral
Analytics

EverShield
UAM /
Behavioral
Analytics

EverShield User Activity Monitoring (UAM) continuously
monitors and audits system access by users,
processes, and devices. It provides visibility into who is
accessinginformation systems, captures session-level
detail, and generates alerts when unauthorized access
attempts are detected, supporting enforcement of
authorized access controls. EverShield Behavioral
Analytics enhances this by establishing behavioral
baselines for each user and detecting anomalous
access patterns that may indicate compromised
accounts or policy violations, applying risk scoring to
prioritize alerts for access anomalies.

EverShield UAM monitors the types of transactions and
functions users execute on endpoints, including
application launches, commands run, and system
operations. Policy-based rules can alert on users
performing transactions or functions outside their
authorized scope. EverShield Behavioral Analytics
supplements this by building baselines of normal
transaction and function usage per user androle,
detecting anomalous deviations that may indicate
unauthorized activity even within technically permitted
boundaries.

EverShield UAM monitors the flow of CUl across
endpoints by tracking file operations, email
transmissions, web uploads, clipboard activity, USB
transfers, and print jobs. Policy-based alerting detects
unauthorized movement of CUl and supports
enforcement of approved information flow
authorizations. EverShield Behavioral Analytics
identifies anomalous CUI flow patterns relative to a
user’s baseline, detecting unusual volumes,
destinations, or methods of CUl transfer that may
indicate unauthorized exfiltration.

EverShield provides continuous visibility into user
activities that can detect violations of separation of
duties policies. Behavioral analytics identifies patterns
where individuals may be performing actions outside
their designatedrole, supporting detection of collusion
or duty boundary violations.
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Access Control AC.2.007 AC.L2- Least Privilege Employ the principle of  NIST SP 800-171 Rev 2 EverShield EverShield UAM monitors for privilege escalation
(AC) 3.1.5 least privilege, including 3.1.5 UAM / attempts and misuse of elevated privileges. It captures
for specific security Behavioral when users access security functions or employ
functions and privileged Analytics privileged accounts, enabling detection of least
accounts. privilege violations and supporting enforcement of
privilege restrictions. EverShield Behavioral Analytics
adds risk-based detection of privilege misuse patterns,
identifying users whose privilege utilization deviates
significantly from their peer group or historical baseline,
enabling proactive identification of least privilege
violations.
Access Control AC.2.008 AC.L2- Non-Privileged Use non-privileged NIST SP 800-171 Rev 2 EverShield EverShield UAM tracks account usage and can detect
(AC) 3.1.6 Account Use accounts orroles when 3.1.6 UAM when privileged accounts are used for nonsecurity
accessing nonsecurity functions. This visibility supports organizational policies
functions. requiring the use of non-privileged accounts for routine
tasks.
Access Control AC.3.018 AC.L2- Privileged Prevent non-privileged NIST SP 800-171 Rev 2 EverShield EverShield UAM captures the execution of privileged
(AC) 3.7 Functions users from executing 3.1.7 UAM / functions in detailed audit logs, including application
privileged functions and Behavioral execution, administrative commands, and system
capture the execution of Analytics configuration changes. Alerts trigger when non-
such functions in audit privileged users attempt privileged operations,
logs. providing both the detection and audit trail

components of this control. EverShield Behavioral
Analytics adds pattern-based detection of anomalous
privileged function usage, identifying when privileged
activity deviates from established norms for a given
user or role to support risk-prioritized investigation.

Access Control AC.2.009 AC.L2- Unsuccessful Limit unsuccessful logon NIST SP 800-171 Rev 2 EverShield EverShield UAM captures logon events including failed

(AC) 3.1.8 Logon Attempts attempts. 3.1.8 UAM / authentication attempts across monitored endpoints,
Behavioral providing visibility into unsuccessful logon activitu.
Analytics EverShield Behavioral Analytics correlates repeated

failed logon attempts against behavioral baselines,
identifying patterns indicative of brute force attempts,
credential stuffing, or account compromise activity,
and applies risk scoring to users exhibiting elevated
failed logon patterns.

Access Control  AC.2.005 AC.L2- Privacy & Security Provide privacy and NIST SP 800-171 Rev 2 EverShield EverShield UAM supports the display of logon banners
(AC) 3.1.9 Notices security notices 3.1.9 UAM and privacy/security notices to users upon session
consistent with initiation, consistent with applicable CUl rules and
applicable CUI rules. organizational monitoring notification requirements.
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Access Control  AC.2.013 AC.L2-
(AC) 3112
Access Control AC.3.021 AC.L2-
(AC) 3115
Access Control AC.3.020 AC.L2-
(AC) 3118
Access Control  AC.1.003 AC.L2-
(AC) 3.1.20

AC.L1-
b.1.ii

Control Remote
Access

Privileged Remote
Access

Mobile Device
Connection

External
Connections

Monitor and control

remote access sessions.

Authorize remote
execution of privileged
commands and remote
access to security-
relevant information.

Control connection of
mobile devices.

Verify and control/limit

connections to and use
of external information
systems.

NIST SP 800-171 Rev 2
3112

NIST SP 800-171 Rev 2
3.1.15

NIST SP 800-171 Rev 2
3.118

FAR Clause 52.204-21
b.1.iii; NIST SP 800-171 Rev
2 3.1.20

EverShield
UAM /
Behavioral
Analytics

EverShield
UAM /
Behavioral
Analytics

EverShield
UAM

EverShield
UAM /
Behavioral
Analytics

EverShield UAM monitors remote access sessions with
the same level of detail as local sessions, capturing all
user activity during remote connections. This provides
organizations with full visibility into remote access
behavior for monitoring and control purposes.
EverShield Behavioral Analytics identifies anomalous
remote access patterns, including unusual connection
times, durations, volumes of data accessed, or
deviations from a user’s typical remote access
behavior, enabling risk-prioritized review of remote
sessions.

EverShield UAM monitors and logs remote execution of
privileged commands and access to security-relevant
information, providing an audit trail to verify that
privileged remote access is authorized and used
appropriately. EverShield Behavioral Analytics identifies
anomalous patterns in privileged remote access,
detecting deviations from expected usage that may
indicate unauthorized or inappropriate use of remote
privileged access.

EverShield UAM monitors and detects mobile device
connections to organizational endpoints, including
USB-connected mobile devices. Policy-based alerts
notify administrators when unauthorized mobile
devices are connected.

EverShield UAM monitors connections to and use of
external information systems including cloud services,
external websites, and third-party applications. Policy-
based alerting detects unauthorized external
connections and supports enforcement of connection
limitations. EverShield Behavioral Analytics identifies
anomalous external connection patterns, detecting
deviations from a user’s normal external connection
behavior that may indicate unauthorized activity or
data exfiltration preparation.
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Access Control AC.2.006 AC.L2-
(AC) 3.1.21

Access Control  AC.1.004 AC.L2-
(AC) 3122
Access Control AC.L3-
(AC) 3.1.3e

Awareness &

AT.3.058 AT.L2-
Training (AT) 3.2.

Portable Storage

Use

AC.L1-
b.1iv

Control Public
Information

Secured
Information
Transfer

Insider Threat
Awareness

Limit use of portable
storage devices on
external systems.

Control information
posted or processed on
publicly accessible
information systems.

Employ secure
information transfer
solutions to control
information flows
between security
domains on connected
systems.

Provide security
awareness training on
recognizing and
reporting potential
indicators of insider
threat.

NIST SP 800-171 Rev 2
3.1.21

FAR Clause 52.204-21
b.%iv; NIST SP 800-171 Rev
23122

NIST SP 800-172

NIST SP 800-171 Rev 2
3.2.3

EverShield
UAM /
Behavioral
Analytics

EverShield
UAM /
Behavioral
Analytics

EverShield
UAM /
Behavioral
Analytics

EverShield

EverShield UAM monitors and alerts on the use of
portable storage devices (USB drives, external hard
drives, SD cards) connected to organizational
endpoints. Policy-based rules can detect andalert on
unauthorized portable storage usage, supporting
enforcement of device restrictions. EverShield
Behavioral Analytics detects anomalous portable
storage usage patterns, including unusual volumes of
data transferred, connections to unfamiliar devices, or
deviations from a user’s normal removable storage
baseline.

EverShield UAM monitors user activity on publicly
accessible systems and can detect when CUl or
sensitive information is being posted to public
platforms, social media, or public-facing websites,
supporting control of publicly posted information.
EverShield Behavioral Analytics identifies anomalous
posting behavior, detecting users who exhibit unusual
patterns of uploading or transmitting data to public
systems relative to their established baseline.

EverShield UAM monitors activity on endpoints that
send information between security domains and can
detect and collect information on unauthorized activity
involving cross-domain data flows. EverShield
Behavioral Analytics provides risk-scored analysis of
cross-domain transfer patterns, identifying behavioral
anomalies in information transfer activities that may
indicate policy violations or unauthorized data
movement between security domains.

EverShield’s insider threat program capabilities directly
support organizations in recognizing and reporting
potential indicators of insider threat. The platform
provides real-world behavioral indicators, case studies
from detected events, and data-driven insights that
can inform and enhance insider threat awareness
training programs.

05

EverShield CMMC Controls Descriptions
www.everfox.com

Tech Brief



Audit & AU.2.042  AU.L System Auditing Createand retainsystem NIST SP 800-171 Rev 2 EverShield EverShield UAM creates and retains comprehensive
Accountability 3.31 audit logs andrecords to 3.3.1 UAM / audit logs of user activity including application usage,
(AU) the extent needed to Behavioral file operations, web browsing, email and chat
enable the monitoring, Analytics communications, USB/removable media activity, print
analysis, investigation, operations, and screen captures. These records enable
and reporting of monitoring, analysis, investigation, and reporting of
unlawful or unauthorized unlawful or unauthorized system activity. EverShield
system activity. Behavioral Analytics applies automated analysis to
audit records, identifying anomalous patterns and
prioritizing events for investigator review through risk
scoring and behavioral baselining.
Audit & AU.2.041 AU.L2- User Ensure that the actions NIST SP 800-171 Rev 2 EverShield EverShield UAM uniquely traces all monitored actions to
Accountability 3.3.2 Accountability of individual system 3.3.2 UAM / individual users through user session tracking, identity
) users can be uniquely Behavioral correlation, and association of activities with
traced to those users, so Analytics authenticated user accounts. This ensures that user
they can be held actions are attributable and users can be held
accountable for their accountable. EverShield Behavioral Analytics
actions. strengthens accountability by providing risk-scored
behavioral profiles that support investigation and
adjudication of potentially unauthorized actions,
associating anomalous behavior with specific
individuals.
Audit & AU.3.045 AU.L2- Event Review Review and update NIST SP 800-171 Rev 2 EverShield EverShield provides dashboards, alerting, and
Accountability 3.3.8 logged events. 3.3.3 UAM / investigation tools for reviewing logged events.
(AU) Behavioral Analysts can review events through configurable views,
Analytics search and filter capabilities, and case management
workflows. Behavioral analytics identifies events
warranting priority review.
Audit & AU.3.046  AU.L2- Audit Failure Alertin the event of an  NIST SP 800-171 Rev 2 EverShield EverShield UAM provides system health monitoring that
Accountability 3.3.4 Alerting audit logging process 3.3.4 UAM alerts administrators when audit logging processes fail
) failure. or agents become unresponsive, ensuring continuity of
audit collection.
Audit & AU.3.05" AU.L2- Audit Correlation Correlate audit record NIST SP 800-171 Rev 2 EverShield EverShield behavioralanalytics correlates user activities
Accountability 3.3.5 review, analysis, and 3.3.5 UAM / across multiple data sources including endpoint
(AU) reporting processes for Behavioral activity, network behavior,and communications. This
investigation and Analytics correlation supports investigation and response to
response to indications indications of unlawful, unauthorized, suspicious, or
of unlawful, unusual activity through risk scoring and pattern
unauthorized, detection.
suspicious, or unusual
activity.
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Audit & AU.3.052 AU.L2- Reduction & Provide audit record NIST SP 800-171 Rev 2 EverShield EverShield provides audit record reduction through
Accountability 3.3.6 Reporting reduction and report 3.3.6 UAM / configurable dashboards, filtering, and search
(AU) generation to support Behavioral capabilities. Report generation supports on-demand
on-demand analysis and Analytics analysis with the ability to produce investigation
reporting. reports, activity summaries, and compliance
documentation. EverShield Behavioral Analytics further
reduces audit data volume by prioritizing and surfacing
the most risk-relevant events through automated
analysis, enabling analysts to focus reporting on high-
risk activities and behavioral anomalies.
Audit & AU.2.043 AU.L2- Authoritative Time Provide a system NIST SP 800-171 Rev 2 EverShield EverShield UAM timestamps all audit records and
Accountability 3.3.7 Source capability that compares 3.3.7 UAM supports synchronization with authoritative time
) and synchronizes sources (NTP) to ensure accurate and consistent time
internal system clocks stamps across all collected audit data.
with an authoritative
source to generate time
stamps for audit records.
Audit & AU.3.049 AU.L2- Audit Protection Protect audit NIST SP 800-171 Rev 2 EverShield EverShield protects collected audit information with
Accountability 3.3.8 information and audit 3.3.8 UAM role-based access controls, encrypted storage, and
(AU) logging tools from tamper-evident mechanisms. Audit data is storedin
unauthorized access, secured repositories with inteqgrity protections to
modification, and prevent unauthorized access, modification, or deletion.
deletion.
Audit & AU.3.050 AU.L2- Audit Management Limit management of NIST SP 800-171 Rev 2 EverShield EverShield limits management of audit logging
Accountability 3.3.9 audit logging 3.3.9 UAM configuration, policy settings, and collection
(AU) functionality to a subset parameters to designated privileged administrators
of privileged users. through role-based access controls within the
platform.
Security CA.2.159 CA.L2- Plan of Action Develop andimplement  NIST SP 800-171 Rev 2 EverShield EverShield Case Manager enables the collection,
Assessment (CA) 3.12.2 plans of action, 3.12.2 Case Manager aqggregation, and reporting of case characterization
playbooks, and data to enable the identification of control weaknesses
standardized response and failures requiring organization action.
procedures designed to
investigate and mitigate
vulnerabilities in
organizational systems
and workflows.
Security CA.3.16" CA.L2- Security Control Monitor security NIST SP 800-171 Rev 2 EverShield EverShield UAM provides continuous monitoring of user
Assessment (CA) 3.12.3 Monitoring controls onanongoing 3.12.3 UAM / activity and system events, supporting ongoing
basis to ensure the Behavioral assessment of whether access controls, auditing
continued effectiveness Analytics mechanisms, and other security controls are
of the controls. functioning effectively. EverShield Behavioral Analytics
contributes to continuous security control monitoring
by identifying trends and patterns across the user
population that may indicate security control
degradation or effectiveness gaps.
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Confiquration
Management
(cM)

Configuration
Management
(cm)

Incident
Response (IR)

Incident
Response (IR)

Maintenance
(MA)

Media

Protection (MP)

CM.3.069 CM.L2- Application
3.4.8 Execution Policy

CM.2.063 CM.L2- User-Installed
3.4.9 Software

IR.2.092 IR.L2- Incident Handling
3.6.1

IR.3.098 IR.L2- Incident Reporting
3.6.2

MA.2. 14 MA.L2- Maintenance
3.7.6 Personnel

MP.2.119 MP.L2- Media Protection
3.81

Apply deny-by- NIST SP 800-171 Rev 2
exception (blacklisting) 3.4.8

policy to prevent the use

of unauthorized

software or deny-all,

permit-by-exception

(whitelisting) policy to

allow the execution of

authorized software.

NIST SP 800-171 Rev 2
3.4.9

Control and monitor
user-installed software.

Establish an operational NIST SP 800-171 Rev 2
incident-handling 3.6

capability for

organizational systems

that includes

preparation, detection,

analysis, containment,

recovery, and user

response activities.

NIST SP 800-171 Rev 2
3.6.2

Track, document, and
report incidents to
designated officials
and/or authorities both
internal and external to
the organization.

Supervise the NIST SP 800-171 Rev 2
maintenance activities 3.7.6

of maintenance

personnel without

required access

authorization.

Protect (i.e., phusically  NIST SP 800-171 Rev 2
control and securely 3.81

store) system media

containing CUI, both

paper and digital.

EverShield
UAM

EverShield
UAM

EverShield
UAM /
Behavioral
Analytics

EverShield
UAM /
Behavioral
Analytics /
Case
Management

EverShield
UAM

EverShield
UAM

EverShield UAM monitors application execution across
endpoints and can detect use of unauthorized
software. Policy-based alerting supports both deny-
by-exception and permit-by-exception approaches by
identifying and reporting on applications that violate
organizational execution policies.

EverShield UAM monitors and alerts on user-installed
software, providing visibility into software installations
on endpoints. Policies can be confiqured to detect
unauthorized software installations and generate alerts
for administrator review.

EverShield supports operational incident-handling with
continuous detection of potential insider threats,
analysis tools and case management for investigation
workflows, evidence preservation for containment and
recovery activities, and reporting capabilities for
documenting incident response actions. EverShield
UAM provides the comprehensive activity audit trail
supporting detection, analysis, and evidence collection,
while Behavioral Analytics enables proactive threat
detection and risk-prioritized alerting to support the
fullincident response lifecuycle.

EverShield provides case management and reporting
capabilities to track, document, and report insider
threat incidents. Investigation cases can be assigned,
escalated, andreported to designated officials with
supporting evidence and audit trails. EverShield UAM
provides the raw activity evidence, while Behavioral
Analytics contributes risk scores, behavioral timelines,
and anomaly summaries that enrich incident reports
with contextual information.

EverShield UAM can monitor and record the activities of
maintenance personnel on organizational systems,
providing a supervision mechanism for personnel who
do not have required access authorization by capturing
session activity for review.

EverShield UAM monitors access to and use of digital
system media, supporting protection of CUl by
detecting unauthorized access to storage devices, file
shares, and media containing sensitive data.
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Media MP.2.120 MP.L2- Media Access Limit access to CUl on NIST SP 800-171 Rev 2 EverShield EverShield UAM monitors access to CUl on system
Protection (MP) 3.8.2 system media to 3.8.2 UAM / media and can detect and alert when unauthorized
authorized users. Behavioral users attempt to access CUI, supporting enforcement
Analytics of media access limitations. EverShield Behavioral
Analytics identifies anomalous media access patterns,
detecting deviations from a user’s typical data access
behavior that may indicate unauthorized access
attempts or data staging activities.
Media MP.2.121 MP.L2- Removable Media Control the use of NIST SP 800-171 Rev 2 EverShield EverShield UAM monitors and controls the use of
Protection (MP) 3.8.7 removable media on 3.8.7 UAM / removable media on system components, including USB
system components. Behavioral drives, external storage devices, and optical media.
Analytics Policy-based rules detect unauthorized removable
media connections and generate alerts, supporting
organizational media usaqge restrictions. EverShield
Behavioral Analytics identifies anomalous removable
media usage patterns, detecting users who deviate
significantly from their normal removable media
behavior, which may indicate unauthorized data
exfiltration attempts.
Media MP.3.123 MP.L2- Shared Media Prohibit the use of NIST SP 800-171 Rev 2 EverShield EverShield UAM can detect and alert on the connection
Protection (MP) 3.8.8 portable storage devices 3.8.8 UAM / of unidentified or unauthorized portable storage
when such devices have Behavioral devices, supporting enforcement of policies prohibiting
no identifiable owner. Analytics storage devices with no identifiable owner. EverShield
Behavioral Analytics identifies anomalous storage
device connection patterns, flagging users who exhibit
unusual portable storage behavior relative to their
baseline or peer group.
Phuysical PE.3.136 PE.L2- Alternative Work Enforce safequarding NIST SP 800-171 Rev 2 EverShield EverShield UAM extends monitoring to endpoints at
Protection (PE) 3.10.6 Sites measures for CUl at 3.10.6 UAM alternate work sites including remote and telework
alternate work sites. locations, ensuring the same level of user activity
visibility and CUl safequarding regardless of the user’s
physical location.
Personnel PS.2.128 PS.L2- Personnel Actions Ensure that NIST SP 800-171 Rev 2 EverShield EverShield UAM supports monitoring of personnel
Security (PS) 3.9.2 organizational systems 3.9.2 UAM / during and after personnel actions such as terminations
containing CUl are Behavioral and transfers, providing enhanced visibility into user
protected during and Analytics activities during high-risk transition periods when the
after personnel actions risk of data exfiltration or unauthorized access is
such as terminations and elevated. EverShield Behavioral Analytics detects
transfers. behavioral changes that often precede or accompany
personnel transitions, such as unusual data collection,
increased external communications, or anomalous
access patterns, enabling early identification of insider
risk during these periods.
09 EverShield CMMC Controls Descriptions Tech Brief

www.everfox.com



Personnel PS.L3- Adverse Ensure that NIST SP 800-172 EverShield EverShield’s continuous monitoring and behavioral

Security (PS) 3.9.2e Information organizational systems UAM / analytics detect adverse behavioral indicators in user
are protectedif adverse Behavioral activity. When adverse information develops about an
information develops or Analytics individual, enhanced monitoring policies can be applied
is obtained about to provide increased visibility, and historical activity
individuals with access data can be reviewed to assess risk and protect
to CUL organizational systems.

Risk Assessment RM.2.141 RA.L2- Risk Assessments Periodically assess the  NIST SP 800-171 Rev 2 EverShield EverShield behavioral analytics contributes to risk

(RA) 3.1M1 risk to organizational 3.1 Behavioral assessments by providing continuous risk scoring of
operations (including Analytics user behavior and identifying trends in insider threat
mission, functions, indicators across the organization, informing
image, or reputation), assessments of risk to operations, assets, and
organizational assets, individuals.

and individuals, resulting
from the operation of
organizational systems
and the associated
processing, storage, or
transmission of CUI.

Risk Assessment RM.2.143 RA.L2- Vulnerability Remediate vulnerabilities NIST SP 800-171 Rev 2 EverShield EverShield Case Manaqger enables monitoring and
(RA) 3.1.3 Remediation inaccordance withrisk  3.11.3 Case Manager trackingremediation activities, and enables the
assessments. collection, aggregation, and reporting of case

characterization data to evaluate the effectiveness of
mitigation strateqgies.

Risk Assessment RA.L3- Threat Hunting Conduct cyber threat NIST SP 800-172 EverShield EverShield supports threat hunting activities by

(RA) 3.1.2e hunting activities on an UAM / providing analysts with deep visibility into user activity
on-going aperiodic basis Behavioral and behavioral patterns. Analysts can search for
or when indications Analytics indicators of compromise, detect anomalous behavior
warrant, to search for that evades existing controls, and track insider threats
indicators of through comprehensive activity data and behavioral
compromise in analytics.

organizational systems
and detect, track, and
disrupt threats that
evade existing controls.

Risk Assessment RA.L3- Advanced Risk Employ advanced NIST SP 800-172 EverShield EverShield behavioral analytics employs advanced

(RA) 3.M.3e Identification automation and Behavioral automation and analytics to predict and identify insider
analytics capabilities in Analytics risks to organizations, systems, and system
support of analysts to components. Risk scoring algorithms, anomaly
predict and identify risks detection, and behavioral baselining support analysts in
to organizations, identifying emerging risks before they resultin
systems, and system incidents.
components.

Risk Assessment RA.L3- Security Solution  Assess the effectiveness NIST SP 800-172 EverShield EverShield provides metrics, dashboards, and reporting

(RA) 3.1.5e Effectiveness of security solutions at UAM / that support assessment of insider threat program
least annually or upon Behavioral effectiveness, including detection rates, investigation
receipt of relevant cyber Analytics outcomes, and trend analysis that inform ongoing
threat information, or in evaluation of security solution effectiveness.
response to a relevant EverShield UAM provides activity-level telemetry for
cyber incident, to measuring coverage and control effectiveness, while
address anticipated risk Behavioral Analytics contributes risk trend data,
to organizational detection accuracy metrics, and behavioral baseline
systems and the maturity indicators to support comprehensive
organization based on effectiveness assessment.

current and
accumulated threat
intelligence.
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System & SCA175 SC.L2- SC.L1- Boundary
Communications 3.13.1 b.1.x Protection
Protection (SC)

System & SC.3.188 SC.L2- Mobile Code
Communications 3.13.13

Protection (SC)

System & SC.3.182 SC.L2- Shared Resource
Communications 3.13.4 Control
Protection (SC)

System & Sl.2.214 Sl.L2- Security Alerts &
Information 3.14.3 Advisories
Integrity (SI)

System & Sl.2.216 Sl.L2- Monitor
Information 3.14.6 Communications

Integrity (S for Attacks

Monitor, control, and
protect organizational
communications (i.e.,
information transmitted
or received by
organizational
information systems) at
the external boundaries
andkey internal
boundaries of the
information systems.

Control and monitor the
use of mobile code.

Prevent unauthorized
and unintended
information transfer via
shared system
resources.

FAR Clause 52.204-21
b..x; NIST SP 800-171 Rev
23131

NIST SP 800-171 Rev 2
3.13.13

NIST SP 800-171 Rev 2
3.13.4

Monitor system security NIST SP 800-171 Rev 2
alerts and advisories and 3.14.3

take actionin response.

Monitor organizational
systems, including
inbound and outbound
communications traffic,
to detect attacks and
indicators of potential
attacks.

NIST SP 800-171 Rev 2
3.14.6

EverShield
UAM /
Behavioral
Analytics

EverShield
UAM

EverShield
UAM /
Behavioral
Analytics

EverShield
UAM /
Behavioral
Analytics

EverShield
UAM /
Behavioral
Analytics

EverShield UAM monitors organizational
communications at endpoint boundaries, capturing
network activity, web traffic, email, and data transfers
that cross external andinternal boundaries. This
supports boundary protection by providing visibility
into information transmitted and received. EverShield
Behavioral Analytics identifies anomalous boundary-
crossing behaviors, detecting users whose
communication patterns deviate from their baselines in
ways that may indicate unauthorized data exfiltration
or command-and-control activity.

EverShield UAM monitors the use of mobile code on
endpoints, including scripts, macros, and browser-
based code execution, supporting control and
monitoring requirements for mobile code.

EverShield UAM monitors shared system resources
including clipboard operations, shared drives, and
shared memory, detecting unauthorized or unintended
information transfers via these shared resources.
EverShield Behavioral Analytics identifies anomalous
shared resource usage patterns, detecting behavioral
deviations that may indicate unauthorized information
transfers through shared channels.

EverShield generates security alerts based on policy
violations and behavioral anomalies, enabling security
teams to monitor and take action in response to insider
threat indicators and potential security incidents.
EverShield UAM provides policy-based alerting on
specific user activities, while Behavioral Analytics
generates risk-scored alerts based on anomalous
behavioral patterns, enabling security teams to
prioritize response to the most significant indicators.

EverShield UAM monitors organizational systems
including communications traffic (email, chat, web
activity) to detect indicators of potential attacks and
insider threats. EverShield Behavioral Analytics extends
this by applying machine learning-based anomaly
detection to communications data, identifying
behavioral patterns indicative of insider threats,
account compromise, or attack preparation that would
not be detected by rule-based monitoring alone.
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System & Sl.2.217 Sl.L2- Identify
Information 3.14.7 Unauthorized Use
Integrity (SI)

System & Information SI.L3- Threat-Guided
Integrity (SI) 3.14.6e Intrusion Detection

|dentify unauthorized
use of organizational
systems.

Use threat indicator
information and
effective mitigations
obtained from, at a
minimum, open or
commercial sources, and
any DoD-provided
sources, to quide and
inform intrusion
detection and threat
huntina.

NIST SP 800-171 Rev 2
3.14.7

NIST SP 800-172

EverShield
UAM /
Behavioral
Analytics

EverShield
Behavioral
Analytics

EverShield UAM identifies unauthorized use of
organizational systems through continuous endpoint
monitoring, policy-based alerting, and behavioral
analytics. The platform detects unauthorized
application usage, data access, communication
channels, and other activities that violate
organizational policies.

EverShield behavioral analytics supports threat-guided
detection by incorporating threat indicator information
into behavioral models and detection policies. Analysts
can leverage threat intelligence to create targeted
monitoring rules and conduct informed threat hunting
within user activity data.
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About Everfox

Everfox delivers trusted connectivity to protect the
world’s most critical environments and safequard the
sensitive data powering decision advantage. Built for
mission-critical operations, Everfox protects what
matters most by securing how data moves, how users
access it, and how threats are neutralized across every
domain.

Mission speed and secure collaboration are enabled
across networks, domains, and allies, while the data
powering Al and advanced analytics remains trusted and
protected.

Everfox doesn’t just defend systems —Everfox delivers
decision dominance.

Learn More
www.everfox.com

© Fverfax 202R/




